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Detecting Malware Code Execution in SCADA Hosts
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SCADA Host Execution vs. Network Traffic Analysis
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Event Filter Tools

Time of Day Process Name

11:58:00.6185077 AM “ScadaBR exe
11:58:00.6426596 AM “;ScadaBR exe
11:58:10.6137832 AM 5ScadaBR exe
11:58:10.6428279 AM “5ScadaBR exe
11:58:20.6135878 AM g ScadaBR exe
11:58:20.6436740 AM ﬁScadaBR.exe
11:58:30.6150225 AM “;ScadaBR exe
11:58:30.6440060 AM “ScadaBR exe
11:58:30.7325448 AM “ScadaBR exe
11:58:30.7487234 AM ‘.]ScadaBR.axe
11:58:40.6136909 AM “5ScadaBR exe
11:58:40.6446850 AM ﬁScadaBR.m
11:58:40.7341902 AM “;ScadaBR exe
11:58:50.6132060 AM “;ScadaBR exe
11:58:50.6455823 AM %y, ScadaBR exe
11:58:50.6953501 AM §.*ScadaBR exe
11:59:00.6136827 AM %
11:59:00.6456876 AM “ScadaBR exe
11:59:10.6131961 AM “nScadaBR exe

Options
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roc \compare_read_write_. ic.PML

(B[N
Path

Help

Operation

GV TCP Send cla8:cc85:740d::
CJTCP Send claB:cc85:740d::
G TCP Send cla8:cc85:740d:
& TCP Send cla8:cc85:740d:
JTcPsend Read cla8:cc85:740d::
G TCP Send cl0a8:cc85:740d::
Stcesend Read cla8cc85.74

GV TCP Send cla8:cc85:740d::
CJTCP Send Read cla8:cc85:740d::
F1crsend Read clla8ccB5:7:

G TCP Send cla8:cc85:740d:
& TCP Send cla8:cc85:7

' TCP Send cla8:cc85:740d::
CI'TCP Send . cla8:cc85:740d::
Dtcrsend Write cla8:cc85:74

c0a8:cc85:740d:
cla8:cc85:740d:
cla8:cc85:740d:
cla8:cc85:740d

EITCP Send
CJTCP Send
I TCP Send

Supervisory Control
~1-2000ms

Basic Control
~1 -10ms

automatic.pcapng
Capture  Analyze Statistics Telephony Wireless Tools Help
RE Rez>=F3EEaaan
133 && tep.port == 502
Source Destination Protocol  Length Info
192.168.204.133 192.168.204.136 Modbus... 66 Query: Trans: 5; Unit: 1, Func: 1: Read Coils
192.168.204.136 192.168.204.133 Modbus... 64 Response: Trans: 5; Unit: 1, Func: 1: Read Coils Who is issuing
192.168.204.133 192.168.204.136 TCP 60 1873 » 502 [ACK] Seq=73 Ack=61 Win=6564@ Len=@
192.168.204.133 192.168.204.136 Modbus... 66 Query: Trans: 6; Unit: 1, Func: 5: Write Single Coil ?
192.168.204.136 192.168.204.133 Modbus... 66 Response: Trans: 6; Unit: 1, Func: 5: Write Single Coil b d d
192.168.204.133 192.168.204.136 Modbus... 66 Query: Trans: 7; Unit: 1, Func: 5: Write Single Coil O Serve Comma n S ¢
192.168.204.136 192.165.204.133 Modbus... 66 Response: Trans: 7; Unit: 1, Func: 5: Write Single Coil o, .
192.168.204.133 192.168.204.136 Tcp 60 1873 > 562 [ACK] Seq=97 Ack=85 Win=65616 Len=0 AttaCker or Iegltlmate
192.168.204.133 192.168.204.136 Modbus... 66 Query: Trans: 8; Unit: 1, Func: 2: Read Discrete Inputs
192.168.204.136 192.168.204.133 Modbus... 64 Response: Trans: 8; Unit: 1, Func: 2: Read Discrete Inputs SCADA ?
192.168.204.133 192.168.204.136 Modbus... 66 Query: Trans: 9; Unit: 1, Func: 1: Read Coils .
192.168.204.136 192.168.204.133 Modbus... 64 Response: Trans: 9; Unit: 1, Func: 1: Read Coils
192.168.204.133 192.168.204.136 Modbus... i Query: Trans: 10; Unit: 1, Func: 5: Write Single Coil
192.168.2084.136 192.168.2084.133 Modbus... 66 Response: Trans: 10; Unit: 1, Func: 5: Write Single Coil
192.168.2084.133 192.168.204.136 TCP 60 1873 » 502 [ACK] Seq=133 Ack=117 Win=65584 Len=0
192.168.204.133 192.168.204.136 Modbus... 66 Query: Trans: 11; Unit: 1, Func: 2: Read Discrete Inputs
192.168.204.136 192.168.2084.133 Modbus... 64 Response: Trans: 11; Unit: 1, Func: 2: Read Discrete Inputs
192.168.204.133 192.168.204.136 Modbus... 66 Query: Trans: 12; Unit: 1, Func: 1: Read Coils




Physical-Bound SCADA Host Execution

OPC Server

IT Network Supervisory Control

~1 - 2000ms

¥ Process Monitor - C:\Users\tingwei\Desktop'ProcessMonitor\compare_read_write_automatic.PML

File Edit Event Filter Tools Options Help I,EScadaEH.eme -;CreateFlle C:\F‘roélam Fles\ScadaBR'tomecat
! ®n5ScadaBR exe - QuenyDirectary  C\Program Files'\ScadaBR\tomcat webapps
n|rn y ! a
= ‘ L B @ | Y | &8 g P // \.:,ScadaEH.exe - CloseFile C:Program Files'ScadaBR'\tomeat

Jme of Doy | Process Neme | Qperaton flath . /' %uScadaBR.exs - CreateFile C:Program Files'\ScadaBR‘omecat webapps
ieedicitin Eigzj:gﬁ:: & 1CF Send Slec T /' “aScadaPRexe [®QuenDirectory C:\Program Files\ScadaBR'tomcat\webapps'\Scad
Bt Egcajagg.m & 1 Send e T ! %,ScadaBRexe  [™.CloseFile C:\Program Files\ScadaBR'tomeat webapps

2o U 1oCada exe & en [+ .CCOI. -

11:58:20 6135878 AM %gScadaBRexe GITCP Send Read cDaB:ccB5 740 /' ‘.]ScadaEH.exe - CreateFle C:MProgram Files'ScadaBRtomeat webapps'.Scad
11:58:20.6436740 AM ¥5cadaBR. EITCP Send 0a8:cc85:740d:. ’ 3 ; :
o Eraroe ﬁsiZd:ERx B s Read e T /I }.]ScadaEH.exe -QueryDirectory  C:\Program Filesh\ScadaBRtomcat webapps'Scad
11:58:30 6440060 AM %y 5cadabR exe @TCPsend Read cla8ico85 740d: / E.]ScadaEH.exe - CloseFile C:Program Files'ScadaBR%omcat webapps'Scad
ieetissy i Eigzj:gﬁ: B1bert Read e T / %sScadaBRexe [ CreateFie C:\Program Files\ScadaBR'tomcat webapps'Scad
Hfgigmmm Egcajaggm EE genj cngccggf;::f ,,’ \.]ScadaEH.eme -~ QueryDirectory  C:\Program Files\ScadaBR'tomcat \webapps'Scad
11-58:40 7241902 AM g}sz:dzaﬂjx BTer son ChBocpnTand /7 ﬁScadaEH.axe - CloseFile C:Program Files'ScadaBRomeat webapps*Scad
11:58:50.6132060 AM MyScadaBRexe &I TCP Send Write cDaB:ccBS:HDd:iII' SCEdEEH.E}{E v:;’:"Thread Create
11:58:50,6455823 AM TCP Send 0a8:0c85:740d:,
115850,6353501 AM CP Send oCat oot 740404 . TCP Send claB:ccBb:8d1:4711:80fa ffff: 1088 -> leo-PC:502
11:59:00.6136827 AM % ! TCP Send 028:cc85:740d: "~ j : i 01 . . e | Pl
129,00 6456076 Al YoSendoBRoe  BITCP P B ecem . wScadaBRexe & TCP Receive clal:cc85::8d41:4711:80fa fiff: 1088 -» leo-PC:502
11:59:10.6131961 AM ScadaBRexe  CITCP Send 0aB:ccB5:740d: Sae ‘.]ScadaEH.exe - CreateFile Ch

\‘\&.]ScadaEH.exe - QueryDirectory  C:\Program Files

~"Basic Control
~1 -10ms

Statistical Analysis of Physical-
bound Host Execution



Statistical Analysis of Physical-bound Host Execution

T Frequency and Temporal Properties

SCADA Server Writ
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ompare_read_write_automatic.PML

B Process Monitor - C:\Users\tingwei\Desktop\P i
Deviation(j) + €1,

File Edit Event Filter Tools Options Help
ScadaBR.exe q ;CreateFlle C:\F'ro;uam Files\ScadaBR\tomcat

EHNRBNYAO & L | EESCE
ScadaBR exe QueryDirectory  C:\Program Files'\ScadaBR"tomcat webapps . i
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Path 1
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Time of Day Process Name Operation

11:58:00.6185077 AM EScadaBR.exe I TCP Send claB:ccB5:740d: %5cadaBR exe " CloseFile
11:58:00 642659 AM MScadaBRexe I TCP Send 0acc85:740d: .
TI5E106157632 AM YaSeacuBRee DITCPSend  Read et ] ‘.]ScadaEH.exe ' CreateFile C:\Program Files'\ScadaBR\tomeat webapps

11:58:10.6428279 AM MyScadaBRexe G TCP Send claB:ccB5:740d: ! }.]ScadaEF{.exe *QueryDirectory  C:\Program Files'\ScadaBR'tomcat webapps\Scac

Hgg glgggzg :m Egz:g:g;x = }EE g:g: Read Zii:sg;ﬂ ! %3 ScadaBR exe . CloseFile C:\Program Files'\ScadaBR\tomcat'webapps

11:58:30.6150225 AM EScadaBRexs TP send Read claBccB5740d: [ EScadaE F.exe ' CreateFile C:\Program Files"ScadaBR'tomcat webapps'Scac

11:58:30.6440060 AM MgScadaBRexe I TCP Send claBocBS740d: 1 ScadaBR exe QueryDirectory  C:\Program Files\ScadaBR\tomcat'webapps' Scac

:58; b X L Read 'cc85:740d: ! = o -

H gg%;ﬁ?;ﬁm Eﬁﬁ:ﬂ:gg:: I-EE 2:23 ca ﬁgzﬁg?ﬁ H ‘.]ScadaEH.exe . CloseFile C:\Program Files'\ScadaBRtomcat webappsScac CO n t r0| B u rSt I nte rva I

11:58:40.6136909 AM MgScadaBRexe G TCP Send claBcoB5740d: [ ‘.]ScadaE F.exe . CreateFile C:\Program Files'\ScadaBRtomcat webappsScac

11:58:40.6446850 AM MScadaBRexe G TCP Send cla8ccB5740d: | : ) :

1158:40.7341902 AM NgScadsBRexe  CITCP Send o0a20cB5.740d- 1 ‘.]ScadaEH.exe *QueryDirectory  C:\Program Files'\ScadaBR'tomcat webapps\Scac \V/B B E P V . L e— B _ B
11:58:50.6132060 AM MgScadaBRexe I TCP Send Wri c0agicc85:740d: | }_]ScadaEF{_exe C:\Program Files'\ScadaBRtomcat webappsScac C ) P; k; . /-‘l' J C ; P;
1158506455823 AM WnScadaBRexe ITCPSend  WI1lte C0a8:cc85:740d:5 1 CcadaBR 7 7 7 7
11:58:50.6953501 AM & ¢ScadaBRexe % TCP Send cDaB:ccB5:740d: cadabn.exe . . .

11:55,006136827 Al NpScadaBRere G TCP Send a8 085 7400 ¥, cla8:ccib: Bd1:4711:80Fa fff: 1088 -> leo-PC:502 Deviation (.7 ) + A
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Code Release on Github: SCAWATCH

https://github.com/lordmoses/SCAWATCH

Installation Steps

1

o U W DN

.git clone https://github.com/lordmoses/SCAWATCH.git
.cd SCAWATCH

.pip install -r requirements.txt

.Edit config.json

.python3 scawatch.py

.To end things,

press CTRL -C

Functionality on this code release
* Fully automated SCADA execution tracing, capture,
storage management, and remote transfer

Configuration config.json

{

The software process that talks
to the PLC. If using MODBUS,
use netstat to check for
communication to port 502

"size limit" 50,

"check interval" 5,

"procmon location" "C:/U Desktop/Procmon.exe",
"scada process" "ScadaBR.exe",

"ENABLE LOCAL STORAGE™: 1,

"SEND LOGS TO REMOTE SERVER":
"remote server machine"
"remote server folder"
"ssh client identity file"
"DEBUG MODE" : O

1,

"/home/AVATAR",
"C:/Users/.ssh/id rsa",

"avatar@AVATAR.gatech.edu",




End-to-End Deployment Scenario (Passive Monitoring and Alerting)
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Review Workshop IV Checklist

e Collaboration

e RAD and Meptagon
e Commercialization Potential

* Architecture/algorithm for SCADA host anomaly alerting
* |ntegration

e Dr. Sukarno (Task 14 GIT) and Dr. Yisroel (Task BGU)

* End of FY Segment, November (Webinar)

e End-to-End Demonstration
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QUESTIONS
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