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Detecting Malware Code Execution in SCADA Hosts 
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• SCADA is the critical-path for a cyber attacker to 
disrupt/damage the physical side 

• Majority of in-the-Wild ICS malware were launched from 
the SCADA hosts systems
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SCADA Host Execution vs. Network Traffic Analysis
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Who is issuing 
observed commands?
Attacker or legitimate 
SCADA  ?



Physical-Bound SCADA Host Execution
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Code Release on Github: SCAWATCH
https://github.com/lordmoses/SCAWATCH

1.git clone https://github.com/lordmoses/SCAWATCH.git
2.cd SCAWATCH
3.pip install -r requirements.txt
4.Edit config.json
5.python3 scawatch.py
6.To end things, press CTRL -C

{
"size_limit" : 50,                
"check_interval" : 5,           
"procmon_location" : "C:/Users/Desktop/Procmon.exe",
"scada_process" : "ScadaBR.exe",
"ENABLE_LOCAL_STORAGE": 1,
"SEND_LOGS_TO_REMOTE_SERVER": 1,
"remote_server_machine" : "avatar@AVATAR.gatech.edu",
"remote_server_folder" : "/home/AVATAR",
"ssh_client_identity_file" : "C:/Users/.ssh/id_rsa",
"DEBUG_MODE" : 0

}

Configuration config.json

Installation Steps

The software process that talks 
to the PLC. If using MODBUS, 

use netstat to check for 
communication to port 502

• Functionality on this code release
• Fully automated SCADA execution tracing, capture, 

storage management, and remote transfer



End-to-End Deployment Scenario (Passive Monitoring and Alerting)

ScadaBR FactoryIOOpenPLC

REAL 
ENVIRONMENT

(In Progress)

TEST ENVIRONMENT (Tested)

Review Workshop IV Checklist
• Collaboration

• RAD and  Meptagon
• Commercialization Potential

• Architecture/algorithm for SCADA host anomaly alerting 
• Integration 

• Dr. Sukarno (Task 14 GIT) and Dr. Yisroel (Task BGU)
• End-to-End Demonstration

• End of FY Segment, November (Webinar)

Anomaly correlation 
and detection runs 
here. VM and code 
will be released 
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QUESTIONS

• Thank You
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